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Smart ecosystems are
massive and complex.

Like most new things, they come with new challenges and
unique levels of infrastructure that call for a customized form

of cybersecurity.

Did you know that seven in 10 people are expected
to live in urban areas by 2050? This global
prediction by the World Bank' shows urban
population doubling in size over the next 25 years.
Wherever you are in the world, it's safe to say that
rapid urbanization is persisting - and now is the
time to make it sustainable and cyber-safe for

a more successful future.

This expected surge in urban population will
inevitably increase pressures and stresses on cities’
existing infrastructure and respective resources.
Cities and communities face the balancing act of
efficiently using finite resources while keeping the
built environment sustainable from environmental,
social, and economic standpoints.

So, what can we do to prepare our cities? The smart
city concept addresses these challenges. Many of
us have heard of smart cities, but what makes

a city “smart?”

Smart cities use digital technologies to better
allocate public resources while increasing the
overall quality of life. In smart cities, multiple sectors
and industries come together to break down silos
and slowly integrate, thus forming connected
ecosystems. These ecosystems, enabled by data
and technologies, use collective intelligence to
optimize various functions of the city.

A smart city is one type of smart ecosystem.

It involves an enormous network of digital
connections where trillions of systems and devices
are connected, exchanging information and
controlling the physical environment by removing
barriers between the cyber and physical worlds.
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Sectors

Mobility

Energy

Water

Food

Sanitation

Waste and recycling
Buildings and homes
Health

Industries

City services
Infrastructure

Education

Stakeholders

Technologies

Residents and visitors
Government and local regulators
Sector organizations

Vendors and third parties

Intelligent transportation
systems

Traffic management
Healthcare applications
Mobile solutions

Citizen engagement tools
Analytics

Automation

Artificial intelligence
Blockchain

Internet of Things

Cloud computing

Quantum

Processes
and operations

Governance
Management
Operations

Data-sharing
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Smart ecosystem developments present
extraordinary opportunities for municipal leaders
to improve community operations and efficiencies.
However, these developments inherently introduce
a myriad of information security, privacy, and
regulatory challenges. Increased convergence,
interoperability, and integration between information
technology (IT), operations technology (OT), and the
internet of things (loT) in smart ecosystems provide
avenues for bad actors to inflict significant harm

- with very real and physical consequences - onto
stakeholders.

Every single complexity of a smart ecosystem
requires an integrated, cyber-led approach; individual
siloed approaches would be detrimental. Digital and
physical consequences may become harsher as
smart ecosystems continue to establish more digital
connections, which are a fundamental and necessary
driver of “smartness”.

Smart ecosystem administrators lack a holistic

view of today’s cyber-risk landscape. That's

because traditional cybersecurity solutions are
built to monitor a single enterprise. However, smart
ecosystems, such as smart cities, have increased
governance-related challenges and technical issues,
in addition to multiple stakeholders and more third
parties than ever before in their networks.

Unlike a traditional organization with a single point
of contact for governance, the scale is entirely
different for smart ecosystems. For example, a major
US city collects over 500 million data events per
day, ranging from smart meter details to broken
streetlights.?2 Here, multiple disparate players come
together with their own security and privacy needs
based on different types of infrastructure and
circumstances. However, the security for different
IT, OT, and loT governance structures need to be
managed for the entire smart ecosystem.

The complexity of a smart
ecosystem requires an
integrated, cyber-first approach.
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As digital and physical
infrastructure converge,
smart ecosystems become
more vulnerable.

Let's look at the cybersecurity of smart ecosystems.

One of the first things we see is that digital
transformation blurs the gap between the online
and physical worlds, exponentially expanding the
threat-attack surface. The impact of a cyberattack is
no longer limited to data loss or financial loss. It can
impact human life because the physical environment
could also be affected.

In an attack on a water treatment plant in Florida,
hackers altered the amount of sodium hydroxide
in the water, which could have resulted in a serious
health hazard. Thankfully, it was detected in the
early stages. However, this incident highlights how
cybercriminals can gain control of OT through

IT systems, which could result in dire life or

death circumstances such as cyberattacks that
compromise hospital monitoring equipment.
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Smart ecosystems face complexity
due to three key factors.

When we studied the risk drivers in the
hyperconnected areas of smart ecosystems, we
found three key factors that create complexity, and
sometimes even exacerbate it:

¥
A
Convergence: This is where the cyber and physical
worlds meet and the moment when IT systems
connect with OT to blur the divide between both
worlds. This exposes the OT and leaves it vulnerable
to threats it didn't face when IT and OT were
disconnected.
ats
e
Interoperability: Here, we see a need for old
and new systems and platforms to coexist and
frequently interact. In the smart city’s ecosystem,
multitudes of diverse and disparate systems come
together. Imagine millions of separate devices and
processes with varying degrees of security maturity.
Now, imagine them interconnecting and creating
an inconsistent security model with gaps across
the ecosystem. This would result in potential data
breaches and give cyber criminals the chance to steal
personal information and/or disrupt operations.

RO

Integration: In a smart ecosystem, services
across domains comingle through loT and digital
technologies. This interconnectedness is perhaps
the most fascinating aspect of a smart city,
especially when you consider how integrated
sectors, industries, and enabling infrastructures
are. However, this interconnectedness also creates
interdependencies.

An issue with one service area can quickly cascade
into other areas, like dominoes, and result in essential
services being degraded. It's important to understand
key factors influencing the cyber-risk landscape. It's
also vital to keep this at the forefront of our minds
when we lay the foundations for a smart city and to
use a holistic approach while mitigating risks.
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Examples of cyberattacks on

Smart ecosystems
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A petrochemical plant in Saudi Arabia entered an emergency
shutdown due to Safety Instrumented System (SIS) malfunctions.
SISs monitor levels of hazardous chemicals in plants and can initiate
automated processes such as opening or closing relief valves.

These systems were infiltrated by a threat group that had the

ability to remotely reprogram the plant’s operation. This was the
first widely reported incidence of threat groups targeting industrial
control system safety. In an attack scenario, the group could have
commanded systems to ignore critical levels of dangerous chemicals
in the plant, leading to injury and loss of life.?

A ransomware attack on an Alabama hospital debilitated computers
and health sensors. During a birth at the hospital during the attack,
nurses could not properly monitor or communicate fetal vital signs to
physicians. The delivery led to severe brain damage to the baby due
to asphyxiation, who later passed away after months in the intensive
care unit. The attending physician is reported to have acknowledged
that a cesarean section would've been performed if the staff had full
access to the monitoring systems.*

A Florida water treatment plant was targeted by hackers attempting
to alter the levels of sodium hydroxide in the plant’s water.

This could have affected up to 150,000 residents in surrounding
areas. An observant engineer discovered the attackers’ actions;
however, the vulnerability via remote access was severe. The plant’s
workstations were running an outdated version of Windows 7 that
was no longer supported by Microsoft.>¢

An Israeli semiconductor manufacturer, Tower, was targeted by
ransomware that affected the chip maker’s production floor.

All operations were stopped as the company assessed the damage.
A security researcher from Cybereason reported that the main issue
in incidents where manufacturing systems are infected is the use of
outdated operating systems. Systems are often left outdated due to
concerns of self-inflicted production stoppages.’

The German city of Potsdam was targeted with a cyberattack

that knocked out multiple public-facing portals for citizens to
request information or services. These included the motor vehicle
administration, registry information, and the Maerker platform,
which is used to report infrastructure dangers and defects.®

Borger, a town in the Texas panhandle, reported a cyberattack

that crippled the town'’s operations online. Services such as utility
payment processing and access to archives, including, birth and
death certificates, were all affected via integrated networks and
systems. The attack also affected police officers, who couldn’t access
records they needed to do their jobs. Multiple municipalities in Texas
reported similar ransomware attacks stemming from a third-party
technology services contractor, with up to 20 different local
governments affected.’
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Complexities differ based on
the age and digital maturity
level of the smart ecosystem.

The age of the environment, as well as the level of infrastructure and
digital maturity, play a key role in the complexity of smart ecosystem
cybersecurity.

Let's take a closer look at cities. Some are ancient, The varying degree of digital modernization with the
established thousands of years ago. Other cities find integration of disparate technologies requires the
themselves at a crossroads where old meets new, holistic application of a cybersecurity framework
and some cities are being built from scratch with across the ecosystem. The table below provides

the latest strategies and technologies. There are some examples of urban circumstances and their
cities that were the first at their time to modernize, cybersecurity implications. The examples are not
but now have aging technology that needs to be exhaustive, and more than one circumstance could
upgraded or integrated with new technology. apply to a city.
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Examples of urban circumstances
for cybersecurity

Urban Circumstance

Description

Implications

Challenges

Ancient Cities established thousands of years ago with layers of historical Digital modernization and cybersecurity woven into a deeply (],\ 5
infrastructure historical infrastructure, rather than rebuilding the infrastructure AN onvergence
"’ o
—}?: Interoperability
Contemporary Cities built in the last 200 years that are newer and often planned Technology and cybersecurity infrastructure methodically added

using contemporary urban planning concepts

to grid systems

Convergence

(

N\
2y

Starting from scratch

Cities at the initial development stage

Cybersecurity introduced and included right from the initial
conception phase

\'O;’ Integration

Merging

Cities merging with other nearby cities into one continuous urban
and industrialized area, called a conurbation

Many disparate entities come together with different levels
and needs for cybersecurity; vigilant coordination required

3¢+ Interoperability
:

O Integration
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A “cyberfirst” approach
increases safety and resiliency
across the smart ecosystem.

What can we do to make sure our smart cities are safe and resilient?

Cybersecurity for a smart city’s hyperconnected The “cyber-first” framework combines cyber controls
environment requires a holistic view of the entire throughout the smart ecosystem lifecycle, from
ecosystem. This includes greater scrutiny on the the planning phase involving conceptualization and
ecosystem’s individual components and services and ~ requirements determination, then moving into the
their influence on each other. integration/implementation phase of construction,

and finally concluding in the operation phase.
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Cyber-tirst phase 1.
Planning

The cyber-first approach for securing smart ecosystems begins
with the planning phase. During this phase, an environment
is chosen for transformation into a smart ecosystem.

Then, assessments of existing infrastructure security and privacy are conducted to understand
the environment'’s current state; applicable project standards and regulations are determined
and cybersecurity and privacy target states are defined.

At the end of this phase, a high-level project roadmap is drafted to guide the project forward and bridge
the gap between the assessed current state and desired target state. The activities of this phase form
the foundation upon which critical infrastructure is designed, built, and integrated.

Planning components:

* Cybersecurity assessment of the connected
infrastructure: Risks are identified and evaluated
in alignment with regulatory requirements while
conducting an audit of existing infrastructure.

* Governance, risk, and compliance (GRC):
The smart ecosystem security and privacy
governance model is created, including secure
procurement and the development of policies
and procedures, third-party risk management,
and a communication framework to align security
and device management.

* Target state design and roadmap development:
The roadmap for developing the smart ecosystem's
cybersecurity program is created, including
the development of resiliency frameworks
and plans.

Asset identification and classification:
Classification criteria and categorization of IT
and OT assets are defined based on a rating
of potential impact severity. A risk/criticality
classification of IT and OT assets based on
the impact rating is also applied.
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Case study: Smart cities from scratch

Smart cities that are being developed and

built from scratch offer the opportunity for
cybersecurity to be a key concept included right
from the initial conception phase. New smart
cities can incorporate cybersecurity strategies
and learnings for city leadership, citizens,
visitors, and other stakeholders in the initial
design to continuously evolve cybersecurity and
data privacy concepts based on user feedback.

Opportunities:

* Cyber strategy roadmap: Creating the cyber
strategy roadmap in the planning phase

e Community learning program: Developing a
program to foster innovation in the
community through education, collaboration,
and awareness for continuous improvement
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Cyber-first phase 2.
Integration/implementation

Once the planning phase is finished, the integration/implementation
phase can begin. Here, smart ecosystem project teams focus on
building out architectural and high-level operational components
for the security and privacy program within the smart ecosystem.

Then the project roadmap drafted during the planning phase is revised to include more granular activities.
These include creating a digital asset inventory, selecting and implementing digital identity, identifying
data protection tools and processes, determining vulnerability management and threat-intelligence
solutions, and constructing robust training and awareness programs. Project teams then can perform

a baseline security risk assessment for the newly connected infrastructure.

Throughout this phase, it's essential to align each component with the applicable standards and regulations
determined in the planning phase. Integration/implementation components:

* Data protection: Controls around data
encryption, privacy, storage, transfer,
and more are implemented to align with
regulatory requirements

* Security architecture and roadmap:
Security architecture of the smart ecosystem
is created. This includes developing the security
technology operating model, service catalog,
security library, and the roadmap for security
technology implementation.

Vulnerability management: This process
is established to identify, classify, prioritize,
remediate, and mitigate vulnerabilities in
the smart ecosystem infrastructure.

Digital identity: Smart ecosystem identity
solutions are developed to verify identities
of integrated systems before granting access
to ecosystem data.

Threat-intelligence platforms:

Monitoring requirements are planned, identified,
and mapped, and enhanced infrastructure

is designed and implemented.
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Case study: Tunnels and bridges

Deloitte supported the Pennsylvania Turnpike
Commission (PTC) in modernizing the mile-long

Tuscarora Mountain Tunnel, one of the four
tunnels providing passage for drivers as they
traverse the 360-mile-long road through the
Appalachian Mountains. The commission

not only faced typical civil engineering
challenges, but it also had to manage a host of
cybersecurity risks directly related to a complex
web of connected devices deployed throughout
the tunnel.

The project required the deployment of
connected environmental sensors that measure
and report on tunnel conditions, temperature,
and levels of carbon dioxide and other gases;
automated ventilation, lighting, and video
detection systems; and a control system that
collects data and enables remote monitoring,
among other devices and systems.

With so many physical devices now part of the
tech stack, the commission knew they needed
to take a farsighted, preemptive approach to
cybersecurity. The engineering and security
teams decided to tailor and use prescriptive
cybersecurity standards typically used in
power grids.

Project highlights:

* Proactive cybersecurity: Enabled farsighted
planning of critical virtual-physical
infrastructure and proactive cybersecurity in
the design, with OT for future design efforts

* Cyber communications: Enabled cybersecurity
collaboration between PTC operations, design,
engineering, and construction teams and
standardized change management processes
for the cyber-physical space
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Cyber-tirst phase 3:

Operation

As the smart ecosystem begins transitioning into the third and
final phase, the operation phase, administrators focus on creating
resiliency to operate safely, strengthen customer trust, and boost

stakeholder value.

This phase includes bolstering cybersecurity support and managed services, continuously undertaking threat
evaluation and monitoring, and constantly identifying opportunities for security and privacy improvement.

Operation components:

Managed threat-evaluation services:

This involves audit readiness and technical
evaluation, manual review, automated vulnerability
scanning, and continuous/early detection of
threats. These services will allow users to prioritize
and address threats within ongoing processes.

Secure operations center: Smart ecosystem
cybersecurity incidents are monitored,
analyzed, and resolved on a continuous basis.
Consolidated, consistent monitoring allows for
incident resolution in real time.

* Threat intelligence: Private, public, and regulatory
entities are coordinated for threat intelligence

through a central and secure platform to cooperate

on threat mitigation.

Recovery and resiliency: Processes and
procedures for business continuity management,
disaster recovery, data back and recovery, and
incident response are monitored and continuously
evaluated. This helps reduce the ecosystem'’s
vulnerability to losing valuable data and
functionality in the instance of an incident, such as
a cyberattack, natural disaster, or system outage.
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Case study: Contemporary cities

Contemporary cities can take the opportunity
to find convergence between their legacy
systems and the opportunity to modernize
and operate with cybersecurity infrastructure.
Deloitte is supporting cities and infrastructure
entities around the world for Identity Access
Management (IAM), Privileged Access
Management (PAM), Data Protection services,
Application Security, Infrastructure Security,
Threat Intelligence, Threat Hunting, and
Vulnerability Management. The “Digital
Identity by Deloitte” solution can transform

a city's workforce identity governance, access
management, and privileged access controls,
which helps enhance safety, resiliency, and
citizen trust.

Opportunities:

* |AM roadmap: Empowers stakeholders to
visualize and map cyber IAM in the short- and
long-term

* Proven implementation design:
Implementation of a standardized IAM
solution that removes bottlenecks and
improves user experience
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Rapid urbanization is here to stay for
the foreseeable future. City officials
across the globe can embrace this reality
and create spaces and places that are
safe and ready for the opportunities

Ta ke a CU OnN ' and risks inherent in today’s blended

virtual-physical worlds.

Deloitte is poised to help city leaders
secure the future, smartly. Please email
any of the authors on the next page if you
would like to inquire about evolving into,
and safeguarding, a smart city.
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